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* CONNECTA and Safe4RAIL

— Blueprint for next-generation TCMS

— More functionality and interoperability, lower system complexity and
cost
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CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)
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* Inform and learn about the technological developments in an
early stage

— new solutions for existing technological challenges to make the TCMS
systems more cost-efficient and more reliable at the same time, while
keeping current safety levels.
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Start | End Topic Partner Duration
9:00 | 9:30 |[Registration
. . . . Javier Goikoetxea (CAF) )
9:30 | 9:40 |Opening of the Final Conference Arjan Geven (TTTech) 0:10
9:40 | 9:55 |Welcome and Background Sébastien Denis (Shift2Rail JU) 0:15
9:55 | 10:20 |General Presentation of CONNECTA & SafedRAIL Javier Goikoetxea (CAF) 0:25
Arjan Geven (TTTech)
10:20| 10:40 |General Specification of next-generation TCMS Stefan Tesar (Deutsche Bahn) 0:20
. Gernot Hans (Bombardier)
10: 11:15 D -by-D . - :
0:40 5 |Drive-by-Data & Integrated Modular Platform Mirko Jakovljevic (TTTech) 0:35
11:15| 11:35 |Coffee break 0:20
11:35| 12:05 [Functional Distribution Framework XNa.bler Arfcaetxebarna (CAF) 0:30
Ifiigo Odriozola (lkerlan)
Arjan Geven (TTTech)
12:05| 12:40 |Integrated FDF & DbD Demo Ifiigo Odriozola (lkerlan) 0:35
Maryam Pahlevan (USIE)
12:40| 13:00 |Application Profiles Thomas Waschulzik (Siemens) 0:20
13:00| 14:00 |Lunch 1:00
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14:00 | 14:25 |Functional Open Coupling Vincent Mayeux (Alstom) 0:25
14:25| 15:05 |Distributed Simulation Framework / Virtual Certification Tqblas Pieper (U. Siegen) 0:40
Mikel Colera (CAF)
15:05| 15:35 Electronic Brake-by-wire Angelo Grass-o (.Falveley) 0:30
Ugo Prosdocimi (Eletech)
15:35| 15:55 |Coffee break 0:20
. . . . Armin Heindel (Siemens) )
15:55| 16:10 |Wireless Train-2-Ground (T2G) Richard Pecl (Unicontrols) 0:15
16:10 | 16:25 Wireless Train Backbone (WLTB) lgor Lopez (CAF) 015
16:25 | 16:40 |reVisiting InnoTrans Demonstrator Javier Goikoetxea (CAF) 0:15
) . |Wrap-up / Closing Javier Goikoetxea (CAF) )
16:40 | 17:00 Arjan Geven (TTTech) 0:20
17:00| 17:00 [End of Conference

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)




Shift2Rail presentation

CONNECTA & SAFE4RAIL Final Conference
Paris 26 September 2018

Sébastien DENIS
Programme Manager
S2R Joint Undertaking

@Shift2Rail_JU
#Horizon2020



= g
//' N

S2R PUBLIC PRIVATE " Focused, "‘\\
PARTN ERSH I F) ( coordinated, LT |

investmentin
R&I /

A NEW APPROACH TO R&I IN 7 TN “ TP e

/" Operational \ / Increase \
RA I LWAY per}::rmance & N‘] ( leverage
cost- effect of EU
\ effectiveness / \\ funding //a
Working together & S~ R
driving innovation
//// \"\\ // "ﬁﬁ\\\\
. X Stakeholders
S -wid : \
cosT a_f;:on;c‘;t: ) st |
( e— iiFlEE:E:@mcm innovation y knowledge |

exchange  /

o of the radwary ranspon system \ /
4 p
., >
“"-—.,______.-~/

@ OPERATIONAL
5 j EFFICIENCY
I 50% Increase in rellability
and punciualdy
CAPACITY

100% increase in capacity



A S2R holistic approach...

WHAT & WHY

® easy, personalised
and integrated mobility

@ clustered around issues
] of carbon, cost, customer
strategic goals and capacity

€ market segments
and needs e.g. SPDs

HOW

linking the goals with
the specific R&| programmes

portfolio of significant
programmes e.g. Shift2Rail

Shift2Rail projects,
Solutions catalogue




Innovation Capabilities

Capability 1_Automated

™ : train operation
Capability 12_Rapid and
reliable R&I delivery

Capability 2_Mobility as a
service

Capability
11_Environmental and
social sustainability

Capability 3_Logistics on
demand

Capability 10_Stations e Capability 4_More value
and “smart” city mobility : ) > - from data

Capability 9_Intelligent f' Capability 5_Optimum
trains use of energy

Capability 8_Guaranteed

asset health and

availability Capability 7_Low cost
railway

Capability 6_Service
timed to the second
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The S2R Programme implementation
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S2R Key Data

S2R BUDGET 2014-2020

S2R FUNDING IS AVAILABLE THROUGH
CALLS FOR MEMBERS, OPEN CALLS FOR PROPOSALS
& PROCUREMENT

2015-€52M

SHIFTZRAIL INITIATIVE
LIGHTHOUSE PROJECTS

2016 - €168 M

€ 9 2 0 27 PROJECTS

:. 2017 -€M12M
. M I L L I O N 17 PROJECTS

_ - 2018 - €158 M

Ye y 18 TOPICS & 4 TENDERS




S2R Key Data

UNIQUE PARTNERSHIP!

S2R is sustaining the competitiveness of the European
rail industry to meet future mobility needs of EU
citizens, acting as a rail R&l hub bringing together the
manufacturers, rail operators, SMEs and research
institutions.

28

MEMBERS

343

PARTICIPANTS INVOLVED
FROM 27 COUNTRIES

92

SMEs he SHI2Ral Initiative a1 at OL'O4/2018

| 84
RESEARCH CENTRES
AND UNIVERSITIES




IP1 Results

IP1

Cost-efficient and
reliable trains, including
high-capacity trains and
high-speed trains

Designing and Prototyping
components in SiC in the full
traction system

Wheel Slide Protection Validation
on test rig

Prototypes for innovative running
gear components (e.qg. wheelset
for metro bogie, composite
antenna '




Other |PS ReSUH:S examples Technical enablers for

Travel Companion
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Specifications for Automatic
M ATQ An Train Operations (ATO) semi-
N RQEPIQ automated trains over ETCS

B HEN}

3D Simulator for interior and
exterior noise

Intelligent Video Gate
Demonstrator

Proof of concept for smart
energy metering



Thank you for your attention
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Who is the best engineer ever?
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SareRRAIL
Human body, a clever system

Ethernet

Gaisviay it H\‘rjﬁc Services

HMI i Doors PIS 2

b
4 =, Alr
; 0 preduction
. Power
electronics

" Brakes & Sensors/diagnostics

Human nervous central system

e Train (safety) lines

Train nervous central system
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A well structured brain
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CONNECTA (TD1.2) vision
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CONNECTA aims at contributing to the S2R’s next
generation of TCMS architectures and components
with wireless capabilities as well as to the next
generation of electronic braking systems.
CONNECTA will conduct research into new
technological concepts, standard specifications and
architectures for train control and monitoring, with
specific applications in train-to-ground
communications and high safety electronic control of
brakes.
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WP1:
General Specification TCMS DB
WP2: WP3: WME Fur.\ctlonal

: : Distribution ;
Wireless & T2G Drive-by-data Architact WP5:

rchitec ur.e High Safety
SIEMENS BOMBARDIER ALSTOM Electronics for
‘ ‘ l Brakes
WP6: -
Virtual Placing in the Market Ak ' Faiveley
WP7: Dissemination and Exploitation q:

WP8: Project Management & Technical Coordination

! 1 September 2016
% 30 September 2018
.

33 deliverables

:é‘ 13.3 M€
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Www.s2r-connecta.eu
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Sale RAIL

Shift2Rail TD1.2 TCMS
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* ,0Open Call”“ Project to support the achievements of Shift2Rail
— IP1 “Cost-effective and Reliable Trains”
— TD1.2 “Train Control and Monitoring System (TCMS)”

* Project data:
— Start of the project: Oct 2016
— End of the project: Dec 2018 (27 months)
— Complementary project: CONNECTA

* Project partners:

Tr l'ech IK4QIKERLAN '.'LSJE(';\E%?S'T}“ TECHNIK(MN [8uNICONTROLS
Nowle = StsescH  jQl) - oesar NEER
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Sale RAIL

Safe4RAIL Project objectives

SliL4-capable mixed-criticality
Deterministic Ethernet DB
Drive-by-Data

SiL4-capable mixed-criticality
»DF Application Framework
1ctional Distribution Architecture

3rake-by-Wire
SlL4-capable electronic
Brake Control

Virtual Placement in the ma
Simulation and Testing
Environment

Te.c.h "D.IOQY Rec!u!r_ements Architecture, Proof of Concept
Identification and Definition and .
= Safety Concept Implementations
Assessment Iteration

Technology and feasibility studies

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)
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Safe4RAIL Partner overview

TTTech Computertechnik AG
IAV Ingenieursgesellschaft fur Auto DE
und Verkehr GmbH
Eletech S.r.l.
"UN TUV Sid Rail GmbH
IE“EERSITM

Enterprise

Newlec |a U NIER Ingegneria S.p.A.
iy, | UniControls
Dy TECHNIKON Forschungs- und
TrrECh Planungsgesellschaft mbH
TECH NI KUN

) - _ UniControls A.S. -
1K4QIKERLAN T ' NewTec GmbH System-Entwicklung
| N:ER und Beratung
IK4-lkerlan SCL -
o "
v o
IFSTTAR
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* It describes what a NG TCMS needs to do

* It describes the functions of the NG TCMS

* It describes what functions a NG TCMS needs to fulfil
* It’s the basis for the development of the NG TCMS

* It’s the basis for ALL further development

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539) 31



TCMS today is described by requirement The NG TCMS is described by its functions by User
specifications Stories and Use Cases

TCMS today is described by long lists of requirements  For the NG TCMS we used a SysML Modelling Tool,
named Magic Draw

Local Databases within company Tracing from functional requirement to technical
requirement to implementation

Working on databases within the company LAN Europe wide collaboration to work on the general
specification on a secure server

Inconsistencies in requirement specifications Structured procedure from function to technical
implementation

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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e CTH System Engineering Sale RAIL

* Engineering and Modelling the System Step by Step

¢ Definition of the System's boundaries

* Definition of Epics as funtion groups

* Analysis of the actors

* Creation and compilation of User Stories

* Creation and compilation of Use Cases

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)
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CDH CTA

From the system’s Big Picture to the technical detail
Structure for functional specification created Epics - UserStories - UseCases - non functional

requirements

| EPIC
17y} S . “ .~ 8
= | USER STORY 1 | | USER STORY n
-lr—'U ‘-;_f-"’"f“"ﬁ“““‘—-___}
.g USE CASE 1 USE CASE n
o FUNC. FUNC. FUNC. FUNC.
< REQ. 1 REQ. n REQ. 1 REQ. n
Q

TECHN. TECHN.

REQ. 1 REQ. n
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A "user story" describes what a user wants to achieve with the system. It describes the "who",
"what" and "why" of a request at the highest abstraction level.

The user story sentence template is:
"As a <role>, | want <goal/desire> so that <benefit>"

Example:
1. As a train driver, | want to release the doors so that passengers can exit and enter the train.

2.

300.

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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* A use case describes the different ways a user (actor) can use a system to achieve a specific goal. An
entire set of use cases describes all uses of the system and the resulting benefits. A complete set
describes the scope of the system - which functions it fulfills and which function does not.

9 3 S < §
) 3 s £ /3
L & ) g
(5]
s /8 i /§ 5 E, 5/ ; 5
UC-1.2-|[1.2] Set Seat Reservation The RU wants to set the seat  |1.) RU has the collec ted TCMS  |Railway Railway PIS is onlin
008 Superordinate reservation. data forthe seat reservation Undertaki Undertaking uses |communici
d Vehicle of the train ng the Set Seat
Control 2.) RU triggers the transfer Reservation

mechnism

3.) Information is received
by train

4.) Reservation system
transfer the reservation

infAarmatinn +a tha cast

Mechanism to set
the seat
reservations.




Sale RAIL

Functional System Development III: Logical architecture
Logical structures of a system.

The
communication
requirements
between the
functions are
shown.
Interfaces do
derive from that

TCMS Functions of a
[ Control doors ]— system and

| their
‘ classification
J to a function

domain are
shown

inform passengers

[Move vehicle

 Count passengers

[ Function ... n J(—

- Function ...
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* NG TCMS needs to be modeled by using SysML due to the
high complexity

* Great team collaboration that supports the common
understanding of the system

* The “General Specification” leaves open space for possible
technical implementations

* The “General Specification” will be consequently updated,
specification gaps closed with new insights generated during
the system development

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539) 38



CTA ll: CTA lll:
Development of [ Vesting and

the NG TCMS alidation of the
based on the general

general TEERE e NS Specification

specification and
iteration loops
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* Drive-by-Data investigates and specifies a new generation of
train onboard communication network (NG-TCN).

* The NG-TCN shall interconnect all on-board devices including
— TCMS (with safety function up to SIL4 like doors, brakes, ...)
— CCTV, PIS, ... (operator oriented services)
— ETCS Level 3 onboard equipment, ATO
— Passenger WiFi (customer oriented services)

* NG-TCN adopts the established Ethernet network topology of
a static consist network and a dynamic train backbone

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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Today With Drive-by-Data
Complexity: High networked system complexity Unified networking infrastructure with high part
High amount of cabling, for e.g. safety lines, commonality, reduced system complexity and improved
signalling, safety and control functions. reliability,
Lifecycle: Limited network reconfigurability, Reduced integration and (re)commissioning effort and
upgradeability and scalability for new functions costs.
Support for simplified verification and modular
certification.
System integration does not affect the behaviour of
already integrated and verified functions.
Performance: Limited determinism and support Safe integration of all mixed-criticality safety functions (up
for “functional distribution” (missing support for to SIL4), time- and mission-critical functions as well as
fault propagation prevention, QoS/latency/jitter non-critical train functions
control, system-level time partitioning) High performance Deterministic Ethernet

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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* NG-TCN Architecture — Topology & Redundancy

* Clock Synchronization (802.1AS-rev & IEEE1588v2)

e Data Transmission & Flow control with TSN (802.1Qbv)
* |IMP / FDF Integration

e Safe Data Transmission (SDTv4)

* Safe Train Inauguration

e Safety Certification

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539) 44
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NG-TCN Network Architecture (1)

Trainset 1 Trainset 2

ETB-L

= 2 virtual data planes for reliable scheduled traffic

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)
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NG-TCN Network Architecture (2)

Support of TSN (Time Sensitive Networking)

Seamless redundancy of time critical data traffic
Elimination of train lines

High reliability (independency of transmission
channels)

Compliance to existing ECN architecture
Intrinsic consist orientation detection (safety)
No bypass function

Fire protection support (EN 50553 type 2 fires)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)
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* |EEE802.1AS-rev based train-wide clock synchronization
* 4 redundant grand master clocks in train
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Scheduled Data Transmission (1)

scheduling
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* System Integration Part / Network Communication for ,,Reconfigurable and Scalable Fault
Tolerant Distributed Embedded Computer”

* Viable only with SW platform and network integration as a ,standalone” NG TCMS IMP

TCMS Next generation TCMS and Subsystems: Sensors and Actuators
Embedded Platform:

(s < B s A
Reconfigurable
Fault-Tolerant Distributed |

Embedded Computer

I controf Uit | Control Unit | Control Unit Control Unit
ey {cu) {cu) {cu) I tew

|
| - = - — aoa | e !
1 B2 n | I - T | e —— | B - |

Inter-Process/Inter-Partition Communication + Configurable Application Execution Config.
i o 1

»Drive-By-Data” TCMS Ethernet Network (ETB + all ECN subnets)

Software
Abstraction Layer

Platform
Properties

|
[} Are
| =t

Mixed Criticality w. Hart RT

Sarety " 8

Unambig.Key System Interfaces

Config.
System-Level Time Partitioning | = = |
: —
Logical/Temporal Decoupling [Jl& lasslasslaas, :-——1\\ /_Iﬂ === =] = = @\\ /JE T == =]..C=L
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\Task context (spatial/temporal) - safe partition ::Task context (spatial/temporal) - non safe partition

Non safe’ TCMS Application/Task 3

) Message
Variables & Datasets | Data IF I

A
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. Task Sync :
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. 9 :

TxRx Port x
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MAC MAC
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Applications with function m

distribution

Middleware with data distribution
support

Upper communication ml

layers & network services

Lower communication layers (OSI
1..4) for conventional and scheduled
data traffic
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* Trainwide safe data communication

* Enhancement of standardized SDTv2 protocol for supporting
functions up to SIL4

TRODP - or other RT-Frame

c:" ! S S S S
[es oS ke
Data Trailer
Applicaton Application
A A
Seleiy ety e N
Zophcaton P ol cabicm o~ N o -~
o I | { 4 -
r e | L F.ay reservedd| User Data | Safe-Sequence CRCI CRC?
ather | s0P 5 e il ROP her -sending data Varsion (UDV)| Counter (SSC) -
TCPLDF L2 ] TCAUDF
> = Across Across
Enermet Ethamet F-sending data <
| resery ad0], UDV
peveracl. VO SSC and CRCH
| TeN | T
S arhalung = 2Byte 28yte 4Byte 4 Bytes 4 Bytes
. e
SDTv4 in OSI Model SDTv4 - VDP Variant2
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Safe discovery of

Trai d ti (d . . d ti ) ETB [ ETBN | \ ETB
_ raln directions r|V|ng Irection - llnau;l-rBation’ | |f u, '| -
— Vehicle sequence P | (o | |
2in e IP Routing Low SIL
. . . Inauguration / B b capable device
— Vehicle orientation | :
DNE TTDB Info ETE Control
. e Service Service
— Train end : J\
o
ccu
Leading [ TTDB T | (ETB Control |
ETB-Rlaht) Agent | | Validator Agent | High SiL
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Study about improved safety approval concept
generic safety concept for a drive-by-data centric NG-

TCMS

incremental certification through functional

separation

considerations for a generic certification process

LI.

Function “Close
doors” falure

1 HK target

A

Function “close doors
automatically” faiure

exemplary demonstration of safety case process for
two selected train functions, the door function and
the brake function T

lett sige doors”
failure

Function “close
nignt side doors’
talure

Function “close doors

by openening
canceiation” failure

Function “close
left side doors”
talure

Function “close
nignt side doors’
talure
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CDH CTA

* Integrate and test DbD:
— Definition of test cases and lab setup to test the DbD architecture
— Development of DbD components
— DbD in urban demonstrator
— DbD in regional demonstrator

* Investigate wireless communication:

— Wireless train backbone (WLTB, using LTE release 14 and 5G
technologies)

— Wireless TCMS (WLCN, using WLAN technologies)
* Launch standardization (IEC WG43, CLC WG15)

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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Example:
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demonstrator
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The main achievements of this work are:
— Introduction of a new traffic class for scheduled data traffic based on
standard IEEE 802.1Qbv.

— Clock synchronization concept based on IEEE 802.1AS-rev and IEEE1588v2
as prerequisite for scheduled traffic.

— Definition of a new network architecture with separated ETB lines and
diverse virtual data communication planes for scheduled data traffic.
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— Supporting functional distribution framework and embedding into
integrated modular platform

— Safe Data Transmission protocol and safety layer definition for the
transport of safety critical data up to highest safety integrity levels (SIL4).

— Safe train inauguration concept for train composition discovery with
highest safety integrity levels (SIL4).

— Definition of a security architecture and security methods to achieve

state-of-the-art cyber security in alignment with actual security standards.

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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* Evaluate and validate the applicability of TSN solutions for DbD concepts
— The V/V processes of train components compliant to TSN protocols are expensive and timely
— The simulation tools are time and cost efficient alternative for analyzing the temporal and non-
temporal attributes of TSN-capable components

*  DbD simulation components X
/m s <
X

— Configuration Manager

—  Heuristic TT scheduler Crelhm 7  m
—  Network Generator /

ECN swich ],

— TSN-capable Switches and End-system 5( -
|

—  Time-Aware Shaper (IEEE 802.1Qbv)

—  Ingress Time-based Filtering (IEEE 802.1Qci) S = El
—  Frame Replication and @
Elimination for Reliability (IEEE 802.1CB) Pt N

75 sich 4 ETBsnhs Bt
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20 minutes, punctuality is expected from the railway people
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* A middleware to run software applications on top of it

* An abstraction layer from underlying hardware and
communications

* Atool to facilitate the achievement of functional safety and
application independence

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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SaredRAlL
What is the FDF?

N\
OO

Actuators

Function A Function C

Sensors Sensors

Function B Function D

Actuators
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What is the FDF?

App 1 App 2
(no-safety) (SIL2)

FUNCTIONAL DISTRIBUTION FRAMEWORK

HARDWARE AND COMMUNICATIONS
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Device-based TCMS architecture

Heterogeneous software and hardware on board
Multiple heterogeneous computing units
Costly re-certification and re-commissioning after

functions changes

Complex obsolescence management

Function-based TCMS architecture

Unified software and hardware on board
Few homogeneous computing units
Simplified re-certification and re-commissioning

process

Simplified obsolescence management

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)



* Solutions in other domains
— Automotive: AUTOSAR
— Aviation: ARINC653

* Proposed solution for the railway domain
— Safety
— Security
— Use example
— Safe4RAIL implementations

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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CDF] CTA

AUTOSAR

Enabling continuous innovations

. Execution
Time Management
Management
Saftware
Caonfiguration Security Management Diagnostics
Management
Persistency
Operating System
Platfarm Health : : ; Communication
: Logging and Tracing Hardware Acceleration
Management Management

Bootloader

(Virtual) Machine / Hardware
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Sale RAIL

Proposed solution

Application . Application
1 n
o Functional Distribution Framework
o3
E|lL| = B0 !
Efg’a'éa < £ :
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(81
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Proposed solution

Deployment Management

[~
Application Application Brief description
1 n Component that provides the ability to install and update application executables on the functional
distribution framework partitions.

Functional Distribution Framework

Requirement specification
REQId Name/Text ekatad
CTADA 4.DMV-1 | Install executable on a partion (irect connection) ves

The FDF component "Deployment Management” shall provide
the maintenance staff with the ability to install an executableon a
partition via direct connection to the device.

Documentation
Ralionale

Derivedfrom:  [H) pequirement CTA-D4,1-128 CTA-D4.1-128
Salistied by

Deployment Mngmt.
Execution Mngmt.
Health Mngmt.
Network Mngmt.
/O Mngmt.
Persistency
Time Mngmt.
External Monitoring
Event Logging
Simulation Mngmt.

Communication Mngmt.
Configuration Mngmt.

= Ei0ck Deployment Management
CTA-D4.4-DM-Z | Install executable on a partition (network connection) yes

The FDF component "Deployment Management" shall provide
the maintenance staff with the ability to install an executableon a
(81 partition via train network.

Documentation
Rationale

Dernvedlrom: (8 poquirement CTA-D4.1-128 CTA-D4.1-128
Satisfied by

[ 210k Deployment Management
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FDF Safety concept is defined by the set of safety measures coming from the FDF Hazard Analysis.

The FDF HA has been carried out in order to:

identify any deviation

assess the effects of hazardous deviations

specify the measures

Safety measures include:

Countermeasures - to be implemented by the FDF

Application conditions - to be exported to users and/or external technical systems

Recommendations - indications for the implementation of countermeasures
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Countermeasures are classified according to the Technical Safety Report (EN 50129) sections:

Assurance of functional operation ‘

Detection of faults

Action following detection ‘

Independence of items

Systematic and Random faults

RESULT
Countermeasures — FDF Requirements & FDF Requirements — FDF Components Traceability
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* Risk analysis for services provided by FDF by defining assets to be protected and threats.

* Risk assessment based on ISA/IEC 62443-3-3 “System security requirements and security

levels”.
Target Security Level: SL3

ATcack Potential [Warst sase) Damage Fotoential [warst sasel
e vt

Enuignirent

e Anls::wxllu
Ry e

RESULT

62443-3-3 Requirements — Countermeasures — FDF Requirements - FDF software
components — Security Objectives traceability
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; Door
Device A ; Processing Unit Device B ; Processing Uniy Sensors
UM Doors
Control App. Sonteel App. 2 Door
+ Application : Application Aciustors
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CDF] CTA

S:&nﬂts
TCMS Door - Doors - s Remote 10
| | ?Rmm me -
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Use example SargRAlL

sEDE
Trsin Lowel HYAC Control ; Train Level Door Comtrod: Trsin Lovel Alsem Control:
TCHMS Consist Level Contiol ; Panition
Connist Loval MYAC Control;
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* 3 Proof-of-concept

FDF

y

SofFeYt

demonstrators of FDF

Configuration file

o o o

* Bogie Monitoring System Integrity AUTOSAR
application RTOS
— Read temperature sensors (IKL) (IAV)
— Activate warm or hot alarm LW A LW B

PikeOS
Hypervisor

(USIE+UNI)

HWC
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* CONNECTA-2 & OC

— Higher TRL implementations of FDF
— Development of applications on top of FDF

— Maintenance of detailed specification and addition of interfaces (if
required)

— Handling technical issues not addressed by Safe4RAIL FDF
implementations

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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. The FDF aims to have isolated but integrated applications instead of dedicated
equipment (HW, SW, 1/0s) for each train function

. Benefits:
= Reduce the number and complexity of devices
—  Reduce re-/certification complexity

= Interoperability, reconfiguration, deterministic inter-partition
communication

— Hardware and communication abstraction

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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e Converged Communication (DbD)

Deterministic Communication
Full Network Isolation
Robust Topology

* Converged Computation (FDF)

Deterministic Computation

Full Partition Isolation

Spatial Separation

Access control for shared memory
Monitoring and error-prevention

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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CONNEPCTA o4
&)
* Network
— Three consist networks + Backbone
network
— |IP Camera

— Network Diagnostics Application
— Network Disturbance Control
* Computation platform
— Three instantiations
— Bogie Monitoring (BMS) Display
— BMS Diagnostics and Control Terminal
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Temp Monitoring Cab
Camera Li Displa
Diagnostics Tablet Ethernet FDF Tablet
Switch
Flooding Tablet
FDF Raspberry

L ETBN ETBN

Sw #1 Sw #5 Sw #9

Consist Consist Consist
Switch Switch Switch
Sw #10

i

Sw#6 |
Potentio-
Potentio- meter
Consist meter Potentio- Consist Remote 10
Switch | Remote 10 meter Switch
Sw #13 | Remote 10 Sw #14
B N IP Camera
Network Diagnostics

Endpoint BB1
Consist Consist Consist Network Diagnostics
Switch Network Disturber Switch — Switch | Endpoint BB2

Sw #4 Sw #8 Sw #12

ETBN ETBN ETBN
Sw#3 Sw #7 Sw #11
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Sw #2

PikeOS Node
Integrity
Node

0

|
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* Use two separated Ethernet lines along the train: ETB-L(eft) and ETB-R(ight).
* ECN ring topology

* Three consists connected

B FI4 L . FEA w1
—r | | ETE-L{oft) | I— . ETB-L{eft) |

Consist 1 Cansist 2 Consist 2
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Deterministic
Communication

° SynCh rOniZEd CIOCkS Latency control ] oo '.‘;l

— according to 802.1AS-rev
. . _ Jitter Stop
* Scheduled Communication : |

— Priority queue gates are open and
closed according to 802.1Qbv
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Gate Schedule

Critical Critical
application ... | S~ _— application

|

PO — Scheduled interleaving "
on-critical Non-critical
application application

Time-aware Gate Control

1 cycle 1 cycle
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Gate Schedule

Critical Critical

8 gueues per switch

—
I Sched Input filtering
application I (not shown) application

!
I Multi-hop, requires
Il some planning ahead
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Full Network Isolation

* Full network virtualization
e Safety and non-safety streams side-by-side

* Misbehaving nodes or wrongly configured nodes
can do no harm

Network Disturbance

* Incoming traffic controlled through Simulate NetworkTaic  OFF EAAION
802.1Qci ingress policing misbehaving R

application 67 Mo
Not affected by high traffic load

w_ Tifech
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* Follow the camera!
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AUTOSAR FDF Integrity FDF

HW B

Safety-critical and non-critical application side-by-side on the
same platform =>

» Non-interference guaranteed

» HW and communication abstraction
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Rogue { Rogue
FDF FDF FDF

INTEGRITY AUTOSAR PikeOS"
HW A HW B HW C
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Appl

=2 FDF

Shared memory access rights:

A
Appl A

B
App2 A
App3 B C
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App?2 App3 Appd

DR FDF < FDF

B?
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Temporal separation ~ Se2reiBEl

200 ms
‘ | | | p | |
e o)
| |
removed
|

P1: SIL (Safety Integrity Level) 4
P2:SIL 2
P3:SILO tries to use more than the assigned slot!
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* Follow the camera!
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* Evaluate and validate the applicability of TSN solutions for DbD concepts
— The V/V processes of train components compliant to TSN protocols are expensive and timely
— The simulation tools are time and cost efficient alternative for analyzing the temporal and non-
temporal attributes of TSN-capable components
*  DbD simulation components
— Configuration Manager

—  Heuristic TT scheduler Gtz
—  Network Generator
— TSN-capable Switches and End-system [
—  Time-Aware Shaper (IEEE 802.1Qbv) %:
—  Ingress Time-based Filtering (IEEE 802.1Qci) A

—  Frame Replication and Elimination for Reliability (IEEE 802.1CB) c

J |
ETBswich4 FTEemiziE ETBmwbes
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* Set up the example TCN layout taken from the proof-of-concept implementation of

the demonstrator with minor adaptations

— Run the heuristic TT scheduler to compute the global TT transmission schedule

— Run configuration management to generate device-specific GCLs and the network layout XML file
— Import the network topology XML file and create the demonstrator network

—  Set up statistics parameters of end-systems and switches

— Run the simulation and examine the simulation results

— Set the fault injector to inject different faults into the simulation network

— Evaluate the impact of every faults on different streams in the simulated network
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SaredRAIL
On your way to lunch...

...come visit the demo!
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SR ] * According to our project goal an
- Application Profile describes a
— N between the
- Train Control and Monitoring
o System (TCMS) and a subsystem
| * The interface definition is based
on an analysis of which use cases
| ) have to be supported and defines

the information (flow properties)

Train Context - Door control - AP view that can be exchanged between
the communication partners
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Reduce

* Engineering costs due to standardization of
— Requirements for the subsystem (e. g. Use cases)
— Interface between TCMS and the subsystem
— Documentation
— Tests

* Project duration due to less negotiations between
subsystem supplier and integrator

* Problems during system introduction phase, due to
less changed software and hardware components
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CDH CTA

1. Critical number of suppliers for the subsystem exists
2. Low differentiation potential due to the subsystem

1. Prerequisite for the disclosure of internal information that
is necessary to standardize the interface

2. Expectation that the existing interfaces are not too unique
and that only affordable resources are required to
support the new defined standard

3. Ongoing standardization activities
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1. Application Profiles according the modeling guide line
1. HVAC
2. Doors
3. BMS

2. Ongoing standardization activities inside X2Rail for ATO
subset 139
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* Several are existent in application domain
* None fulfilled the requirements

* Decision analysis “Which of the existing solutions should be
used in WP4” brought heterogeneous results

* Decision to define a new guideline
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Use established SysML to define

— static and dynamic architecture of
TCMS and subsystem

— use cases that have to be supported

— interfaces between components

Build integrated model for FOC and

Application profiles

Generate consistent reports from this
model for different purposes (FOC,

Application profiles, ..)

LI.

aPDosrSystem

Context of the Application Profile “Door
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Collaboration
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= s i Train backbane
I
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.,"f L Consist
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{ /| Contral
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( @ consist networs ] consist network
[ |
Local Local
Hystem Hysdnm
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Assured consistency between

* Application Profiles
* FOCand
* TRAINET

due to export of the documents
from the same SysML Model
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ue [Fackage] Use Cases] Uk Cases foe “Provide axtermal access” |,

Dpérational Conall

" CTA-DAA-UC-Door
B REWINE J0ars
B

Use cases for Application Profile Doors

Fandié atta nda d daor

> |

-
_— Train atfs naant
TA-D43-UC-DO0rE-1 B
{ cancél ramote chosing e
B 4
— — e e
/"’. T4-Dd 3-UC-Doots :'.cnnﬁ“\_
e doors loresfully }
b h
,/ CTADLI-UC-Toota-10Clas N 7 CTA-DA3-UC-Doora-11 Handla ‘ Q
— Boors by canceling reiaans { Incal 6007 DRANING réquant J—-—Jt\
\ \ J
- b h 4 Fantenger
- £ TA-Dd.3-UC Do —
W Monitor door st -
\ CT4.-0 3-0C-D00rs- 1 .
R /" Enable nternal smergency —
opening Sevice i £
b b A Trantportable paracn
- -

i il Flowi property Attributes
MName : Type [Muiriplicingg Name : Tupe fMuiriplicing]
out doorReleaseState : Doorfieleaselmd

[1]

O release : DoorRaenseCmdkind [11
i i 12 seet idhee el .
* none The door should not be released.

s releaseInside - Thadaar shanld be released from rhe inside
{thacuside shodd nat be relmxed].

s releaseQutside - 1he door should be rdesia from Lhe cu biide
{theinside should not be nd I

» release - Thedoor should be released from the inside and cutside.

Example of flow properties
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Finalize the review of the ATO subset 139 together with X2Rail

Implement together with the complementary action an example of
the BMS, Doors, and HVAC applications on the urban and the
regional demonstrator using the FDF

Update of the existing Application Profiles and definition of new
ones for TCMS functions using the methodology defined in
Connecta-1
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v Adequate guideline for the definition of application profiles
has been defined

v Agreement on the application profile for BMS, HVAC and
Doors reached

v Ongoing review for the ATO subset 139
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* Allows to couple heterogeneous units functionally regardless
of:

— type of consists: train can be operated with units of different type, e.g.
2 car unit coupled with a 4-car unit and 3-car unit

— version of consists providing upward compatibility between fleet
— manufacturer consists providing interoperability

* Through a set of functional interfaces and physical topology
description
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Source: Youtube Railsimu https://www.youtube.com/watch?v=yQvbYcFYcGs
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In most of the cases, a consist can only be coupled to Heterogeneous consists will be able to couple.
another one it was specifically designed for

Operators do not have sufficient flexibility in the fleet  Operator will be able to manage their fleet with
greater flexibility (e.g. in case of maintenance)

Consists that have a diversity (type of traction techno, Diversity and options are managed
options) cannot be coupled together

New software version often impose to recertify the New and existing fleets will be able to couple without
existing fleet for multiple unit operation with new recertification costs on the existing fleet
fleet
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* Use cases
* Communication concept & data exchanges
* Example

* Next steps and conclusion

=ML
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FOC - Example of Use

-

= Passenger Access Door number X (for TCMS) {:} Supports a TCMS ON Lighting Command G Cabin in service
‘ Orientation of the consist {} Supports a TCMS Partially ON Lighting Command

o® Motor bogie * Supports a TCMS OFF Lighting Command

&o Trail

e raler bogie o’—‘o Supports a TCMS "Traction Unit Fire Detection” Status
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* Use cases
* Communication concept & data exchanges
* Examples

* Next steps and conclusion

=ML
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Sale RAIL

Definition of core and option
functions

ConsistPropertiA

VehicleProperties

Signal requirements
U nam biguous functional definition
Related HMI requirements

ADD-ONS OptionX|sActive Required SIL
Variable type
AddonYlsPresent Default values (Towing/Pushing, Safe
fal Iback)
TTDB
FOC Profile
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FOC
Standard

/

1 SET OF
CORE REQUIREMENTS

N OPTIONS
(SETS OF OPTIONAL
REQUIREMENTS)

AN

ADD-ONS

Requirements in bold red are mandatory.

ConsistProperties

VehicleProperties

TTDB

ConsistProperties
VehicleProperties

OptionXIsActive

TTDB

ConsistProperties
VehicleProperties
OptionXIsActive

AddonYlisPresent

TTDB

\¢

FOC Profile

FOC Profile

(

FOC Profile

Signal requirements
Unambiguous functional definition
Related HMI requirements
Required SIL
Variable type
Default values (Towing/Pushing, Safe
fallback)

Signal requirements
Unambiguous functional definition
Related HMI requirements
Required SIL
Variable type
Default values (Towing/Pushing, Safe
fallback)

Signal requirements
Unambiguous functional definition
Related HMI requirements
Required SIL
Variable type
Default values (Towing/Pushing, Safe
fallback)
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Repartition of applicable FOC Repartition of core/option add-on
functions from EN15380-4 lev.3

Ly

‘\, Local /
Not applicable;functions; 455;

148; 19% 58%

¥ Local Functions  * Not applicable ™ Applicable * Core ¥ Option ™ Add-On
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* aset of organic information aimed at
being shared by the consists using the
FOC included in the TTDB

Profile Methodology

/£

k\

V4

/

VehicleProperties ConsistProperties

* aset of signals to be exchanged called “FOC profile” taking into consideration Application

Flow property

TrnSide :

ckedTrnSide [1]

Name : Type [Multiplicity]

StatusCstAllExtDrsClosedAndLo

Attributes
Name : Type [Multiplicity]

statusAllCstExiDrsClasedLocked < allCstDrsClosedAndLocked : TrainSideKind [1]

Status which consist doors are closed and locked based on frain
side. All consist doors on the given train side are closed and
locked

* none - No side of the train.

e left - Only the left side of the train.

¢ right - Only the left side of the train.

» both - Both sides (left and right) of the train.

Leading

Guided

out

Classif
ication

core

\
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Train level

Leading consist

Guided consist

Functional Scope n Train Level Application unctional Scope n Train Level Application i
. I
[active] [inactive] ]

Functional Open Coupling Profile (n)

Consist level

Subsystem level

Functional Scope n Consist Level
Application
APp. Profile (n ADp. Profile (n
Subsystem Subsystem
Application S Application
Instance 1 Instance k

Functional Scope n Consist Level
Application

A App. Profile (n) ~ App. Profile (n)

Subsystem
Application
Instance k

Subsystem
Application
Instance 1
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SaredRAIL

Data exchanqges

ibd [System Context] Train Context[ Train Context - Door control |
train : Train [1]
th
leadingCst : Operational Consist [1] guidedCst : Operational Consist [0.]
th th
tems : TCMS [1] ] [ toms : TCMS [1] |
. drwerF[1]|  driverF[0.2] - - " th foc: FOC F th
| w—m—[j—[]—ﬁ temsTrnCtrl : Train Level Control [0.4] -
i aud 0|
| temsCstCtri: Consist Level Control M r ._'—_l temsCstCtrl : Consist Level Control [1]
b “] )
;L.Amao L il
8.l [¥).APDo0r [0.]
doorF : APDoor [1.] doorfF : APDoor [1.1]
4:-. | temsF - ~APDoorSystem 1] ! % }—tcmsF : ~APDoarSystem [1]
doorSys : Door System [0.."] | doorSys : Door System [0..]
th th
' — |
T deer[1.2] T door[1.2]
I cr10:1 T door (0.7
rl'l
door [0.7]
pass : Passenger [0."] +I illi:Tuh attendant [0.7] & !
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Function Telegram Structure
Initialisation

5 interaction FOC communication initialls ation [ FOC communication inttials ation ]J

| :iu'ding‘m:h.l' ] [:g;lidadlml

| I [\_‘
I I A
i 1: FOC FO Ink Call | - us @ received FOC vers ion for further
\ i - = communication
[ e _ - store received JSON name/value pair
-send own FOC PDstructure as o telegram for interpretation of further
JSON name/value pair telegram e 2 FOC FO Init Reply FOC FD telegrams from leading consist
for calculated highest commen i
FOC version _ - T X
- l n Y
N -~ 3: FOCFD | - send own FOC PD structure as
N —- -
- JSON name/value par telegram for
- s_totormm._lsm namevale .- received FOC vers ion
par telegram for interpretation of - —_—
further FOC FD telegrams from -7 < 4 FOCFD i ¢
leading cons st - T AS
~ = - interpret recew ed telegram based on
T s+ ™ e stored nit telegram
._\. —
- send JSON sorted lst telegram a4 & 2
acc. to sgreed FOC version e . . ' N
- ! ! - send JSON s orted Ist telegram acc
e | ‘ to agreed FOC version
- interpret received telegram
based on stored inkt telegram
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A consist type tested OK with the certified simulator shall operate successfully with any
other consist that has passed the same test.
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* Use cases

* Communication concept & data exchanges
* Examples

* Next steps and conclusion
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EY
- ——— = s =

. 5 5 4 1 2 = =
CJooe | coe | coe | coe DC [ | el HC & e | D
-3 3 7T B 3 4
. . ) _
Mass+ rotation mgrna atfull speed = 400 tons, M+i 100 tons, Max 100kN M+i 300 tons, Max 250kN
Maximal effort 500kN
2 motor blocks OK 2 motor block OK 3 motor block OK
2 motor blocks Isolated 0 motor block Isolated 1 motor block Isolated

In case an average of consist is made : (50%+100%+75%)/3 = 75%
In case a fraction by motor block counting is made : “7/10 = 70% of perf is available”

In reality (2*125kN+2*50kN+3*62,5kN)/ 850kN = 63% of force is available

Need for specific definition of some interfaces with the right abstraction level
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* Use cases

* Communication concept & data exchanges
* Examples

* Next steps and conclusion
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* Completion of Function Open Coupling regarding DMI visualization
* Design and implementation of Functional Open Coupling protocol

* Definition of a certification strategy and definition of a
conformance/interoperability test

* Definition of test cases, test scenarios, implementation and test
execution

Quite a dense program for Connecta 2!
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* The Functional Open Coupling allows a better flexibility in fleet
management for operators (interoperability)

* A FOC standard is necessary to ensure compliancy:
— Interface signals and their SIL Level
— Physical description and specific abstraction level

* For some functions, due to diversity among consists, a specific level
of abstraction has to be define

* With the cumulative effects of other new technologies such as
Application Profiles, Drive-by-Data and Wireless Coupling, it is
paving the way towards Open Coupling
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Source: Youtube Railsimu https://www.youtube.com/watch?v=yQvbYcFYcGs
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* ltis the VALIDATION/CERTIFICATION of a TCMS SYSTEM and its subsystems
in a lab environment with local/distributed virtual/real devices.

S

SCHEMATICS
TCMS S|YSTEM & SENSORS
| I |
TCMS TCMS TCMS
SUBSYSTEM 1 CU SUBSYSTEM 2 CU SUBSYSTEM 3 CU

TRAIN DYNAMICS
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What is VIRTUAL CERTIFICATION?

Heterogeneous
Network

TCMS TCMS
SUBSYSTEM 1 CU SUBSYSTEM 2 CU

TCMS

I
I
I
I
I TCMS SYSTEM
I
I
I
I SUBSYSTEM 3 CU

SCHEMATICS & SENSORING
TRAIN DYNAMICS
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Current state

Origin “lab” testing

Train manufacturing and deployment

Factory Testing On-track Testing
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Future state

Origin “lab” testing, powered with SF, TV and CE

Train manufacturing and deployment
Factory Testing On-track Testing
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: LI.

Today With VIRTUAL CERTIFICATION
TCMS system integration test with its subsystem are TCMS system integration with its subsystems will be
done with the real system and subsystems. done in a lab environment with some real devices and

some simulated devices. The devices will be located
locally or remotely.

TCMS system and subsystem integration with the train  TCMS system and subsystem integration with the train

is done with the real train in track. will be done in a lab environment with simulated train
environment information: schematics, wiring, train
dynamics, etc.

Certification of the train is done with the real train in Partial or complete certification of a train will be done
track in a lab with simulated and distributed devices,
simulated environment information.
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* VIRTUAL CERTIFICATION BUILDING BLOCKS

TV SF CE
TRAIN SIMULATION COMMUNICATION
VIRTUALISATION FRAMEWORK EMULATOR
SW TS
SOFTWARE TOOLSET
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VIRTUAL CERTIFICATION in detail

TV

TRAIN
VIRTUALISATION

SF

SIMULATION
FRAMEWORK

CE

COMMUNICATION
EMULATOR

SWTS

SOFTWARE
TOOLSET

High Level Requirements

Low Level Requirements
Arch&Desing

Implementation

CTA1

CTA1

CTA1

CTA 1

CTA 1

CTA 1
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:j| * SF (SIMULATION FRAMEWORK)

— SW MODULE FOR THE INTEGRATION OF:
* REAL AND SIMULATED END DEVICES
*  TRAIN ELCTROMECHANIC SIMULATIONS (TRAIN DYNAMICS, SCHEMATICS)
*  MONITORING AND CONTROL FUNCTIONS OF THE SW TS

0 = ] 0= ]
O c—= 0 =
0O =
1] 0= 11
SYSTEM HIGH SYSTEM SF LOW SF
LEVEL REQ. ARCHITECTURE LEVEL ARCHITECTURE DESIGN
REQ.
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TCMS SUBSYSTEM
REAL CU
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MEl e SW TS (SOFTWARE TOOLSET)

SWTS |
— SWTOOL FOR
e SIMULATION AND TEST SCENARIO CONFIGURATION
* MANAGEMENT AND CONTROL OF SIMULATIONS
e TEST AND SIMULATION EXECUTION
0= ] 00— ]
O H O = ”
0= 1] 0= 1]
SYSTEM HIGH SYSTEM SW TS SW TS SW TS W TS
LEVEL REQ. ARCHITECTURE LOW ARCHITECTURE DESIGN
LEVEL IMPLEMENTATION
REQ.
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B4 |  ° TV (TRAIN VIRTUALISATION)

| | — SW FOR THE SIMULATION OF TRAIN BEHAVIOUR (DYNAMICS, PHYSICS AND
ELECTRICAL)

o - = -
O = O c—
{:| —
100 0= IO @
SYSTEM HIGH SYSTEM TV LOW TV v
LEVEL REQ. ARCHITECTURE LEVEL ARCHITECTURE DESIGN
REQ. IMPLEMENTATION
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TCMS SUBSYSTEM
REAL CU

TRAIN SCHEMATICS AND SENSORING
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TCMS SUBSYSTEM
REAL CU
|

HIL INTERFACE

TV TRAIN
SCHEMATICS
SIMULATION

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539) 153




LI.

ﬁ\—- CE (COMMUNICATION EMULATOR)

—  SW FOR COMMUNICATION PURPOSE THAT ALLOWS THE EXCHANGE OF DATA BETWEEN
REAL AND SIMULATED, LOCAL AND DISTRIBUTED DEVICES AND WITH THE SW TS.

— CTA DEFINED THE HIGH LEVEL REQUIREMENTS AND S4R DID THE LOW LEVEL
REQUIREMENTS, ARCHITECTURE AND IMPLEMENTATION.

CTA — MORE DETAILED INFORMATION IN THE NEXT SLIDES
___________________ |
|
g = L] oO=]| | 0= 1]
— Imf— 0=
= T o» 3] |5S]|e
= 1108 g=]| ] = 11
SYSTEM HIGH SYSTEM CE REQ. | CE LOW CE CE CE
LEVEL REQ. ARCHITECTURE I LEVEL REQ. ARCHITECTURE DESIGN IMPLEMENTATION
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— Focus lies on the
virtualization of a train via

Internet-based Co-Simulation

heterogeneous e - | e

communication networks = e T s
. T OEET iR O e
— Co-Simulation of end device o e e
and network models on :?\ — i
network-centric abstraction (g, OPNET) and - iE
End Device (ED) Networl Simulation (e.g., OPNET) and g9
|eve| Simulation End Device (ED) Simulation £0
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— Design of a simulation bridge between real and simulated devices
* Local or geographically distributed devices
* Connection via heterogeneous communication networks (Internet, Local

Area Networks, etc.)
— Definition of a generic interface based on Ethernet
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— Synchronization and data exchange between devices

— Configuration for different protocols and real/simulated devices

— Mechanisms for monitoring and fault-injection (EN 50159)

— Management of delays introduced by the heterogeneous network

* Measure delays and stop simulation if threshold exceeded

* Estimate future input packets and forward packet to device if delay too
large
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— Communication Emulator Simulation Bridges (CESB)
* Connect real and simulated devices
* Create communication channel
* Based on High Level Architecture simulation standard (IEEE 1516-2010)
— Central Communication Emulator (CE,)
* Manages data exchange and synchronization of simulation bridges
* Hosts an instance of the Runtime Infrastructure
* Central component of the High Level Architecture
— Heterogeneous Network
* Used to connect the simulation bridges
* |Internet, Local Area Network, etc.
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COMMUNICATION EMULATOR Usage

I - Simulation host handles multiple End
[ SwTs ]

Device Simulations (EDS) ED‘S'l' o CEss | [EDST| [EDS2

* Simulated system can be distributed

between multiple hosts | e T

* Connection via Simulation Bridges
(CESB)

¢ CE.: Central Communication Emulator
*  HN: Heterogeneous Network

— Simulation host is controlled by Heterogeneous Gl
Software Toolset (SWTS) Network CEs | REDSE
*  Commands are sent via CESBs

— Connection of real devices also

possible (Hardware-In-The-Loop) =
Demo

prp——

Central PC
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COMMUNICATION EMULATOR Demo

USIE II_ ____________________ I __________________ I I UNI

(Siegen) '! 11 (Prague)
T 11
10.0.0.1 |P:10.0.0.50 11
Consist Network: NAT: 10.128.128.50 1 |

|
10.128.128.0/18 : 11

— o o o e o e = - ————————————————I-l

conn@CcTA

10.0.0.50

~— =~ TRDP Multicast: l
-~ 7, 239.193.0.0/18 |

I
Consist Network: | | I [
10.128.64.0/18 ! IP: 10.0.0.20 I
10.0.0.20 10.0.0.1 NAT:10.128.64.20

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)



02
DCTA e

v SF CE SWTS

TRAIN SIMULATION COMMUNICATION SOFTWARE
VIRTUALISATION FRAMEWCRK EMULATOR ILSET
High Level Requirements
Low Level Reqguirements
Arch&Desing
Implementation CTA 2

* Design and implementation of the SM

* Implementation of two test benches (urban and regional
trains)

* Integration of all VIRTUAL CERTIFICATION building blocks
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* In order to validate the development to use it for the validation
/certification of a train, first we need to test and compare the results with
those of a real environment.

* Validation of time sensitive requirements by means of distributed devices
may be not achievable with the current technology.

* Standardisation of this technology is highly recommended by the experts
in order for all the stake holder to accept the virtual certification.

* Integration activities must be carried out in CTA 2 in order to have a whole
working system.
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With Brake by Wire

Train brakes control largely based on mixed
pneumatic electrical technologies

Emergency Brake based on pneumatic command and
safety loop control

Braking distances limited by pneumatic components
behaviour

Different subsystems for different brakes
functionalities (EB, ES, PB, WSP ..)

Different brake parts

Custom solutions to interface brakes and train
technical systems

Train brakes control and communication based on
safe electronic technologies

EB part of an electronic system able to work with
safety requirements up to SIL4

Electronic improves brake efficiency, reduces braking
distances and increase railway traffic capacity

Integrated controller able to manage all the main
brakes functionalities
Optimisation, reducing the number of sophisticated

pneumatic components. Improving overall LCC

IMP to support safety system integration between
brake and technical systems
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Conventional Brake System

' ! s e Reduce Complexit
| L
. Redt ) : e
! ' : MTBR
[i] ﬁ -1%_1\;3 e ||| | ﬂé |  Improve Brake
Bl - =] Performance (accuracy)

t

Using High SIL Electronic

R et b o B}

From Conventional
To Future

Task 1 Architecture
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CDF] CTA -
* High Safety Electronic pressure control, used to implement Electric Brake
in Service and Emergency with integrated WSP:
Advantages:

1. Improvement of the cylinder EB
pressure output accuracy.

2. Simplification of train wiring &

TCME S>3

piping | I : o
3.  Regulate emergency brake I R e
effort based on actual speed H _ I .
in a continuous way. =] e | 2ol | ' Sl
4.  Simplification & scalability of et
brake system: possibility to use
Electro Dynamic brake in o

Emergency -

5. advantages LCC, noise
reduction and energy saving.
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* The conceptual organization of the technical activities is
provided through a V-cycle tailoring the generic
representation provided by the EN 50126.

* Functional model and Functional Requirements have been
J0|nt|y defined by CTA & S4R : * BRAKESYSTEM REQUIREMENTS

Sur
U B2 528 UL [OhafReion Furein il
Lk LactenlZasen
rushad

* Requirements taking care:

e TSI safety requirements
* Pre HAZARDs outputs

e Result: ‘
EDV Brake Function REQs
& NG-TCN Communication Data

i [Soe WEATH" o brakoo cskoulsioaomube. Bae gaier

091 [o rude s s zesiahia I This yoasnol sube sehatelpera phirkabuporacl ppi s TR p—
dFiprors ype ol bikaars spoin sbrske O e L IS

orears d iochinasiadsen: o 13abiit srargy e radkered bt bk b nschaned Veborical ey,
b aivea durandun swnssic b 8 minichsead
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Brake system Safety analysis performed jointly with S4R
Inputs

* Brake System functional model and use cases
* Collection of the main hazardous scenario related to brake system

Output

e List of Countermeasures to be applied in the System Design
e List of Application 81 [Emergency breke command generation T o

EB2. Actual Emergency Braking Power Calculation

e, ED3. Emargency brake d transmission 5100 St
CO n d It I 0 n S EB. |Ernargency Local brake force ganaration £ 10-9 SiL
. ERS. Ermeargency brake energy storing I £10-9 sl
° L Ist of Safety 86, [Traction cul off <109 siLa
EBT. Emeargency breke state and fauh detection and indication {soplied/ rel df faulty/ isclated/ no info) = 10-9 SILA
Recommendations EBE. |§me3eng bra'xelsr,iat:cr_s _ { — V" ?10-9 _ SiL4
SH1. Service brake train retardation reguest P W ( ‘ ‘ 10-7<THR £10-5 | SIL1-51L3
582, Sorvice brake reguest transmission F ' I b | D | w7<THRzI05 | s1siz
5B3. Train Load Calculation ==\ Q 10-7<THR=10-5 | SIL1-512
584, |Train EBrake Force Calculation P \ | B 10-7 < THR £ 10-5 | $ILL-512
585, Blending [spaad and/or adif®io d,ﬂhaﬁrrj.ﬁl orakea disk temperature dependent) 10-7<THR £ 10-5 | SIL1-5113
5B, Service brake force anlumwaonnr | 10-7<THR210-5 | SIL1-SIL2
SB7. Holding brake 10-7<THR£10-5 | SIL1-SIL2
|5B8. Traction cut cff . N\
589, Service brake state and fault :t‘r. ald\:iu!inr-f lied ral d/ faukoyy i d/ nainfa) - -
SE10. service brake isalation - | M-F<THR£10-5 | SI1-5113
PBL Parking brake command genaralion =10-9 SiLa
PE2. Farking brake train command tr i 1 5 10-9 Sl

Hazard Analyss _~ Inputs | Salely Targels Allocation <7 7 all |
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LCC costs reduction ? EMU project in operation
. MAIN PIPE
- EDV architecture T
|
compared <$mmmd .
- EMU regional E
Equivalent components are identify ' il
[ evu | EDV =
m Cd. Component Nr. Cd. Component e
(14. CT .
1) 0
Pressure 2 P_BC Transducer pro== E]:
14 Transducer
(2) : @D
. Pressure Pressure Load E
(05) 2 P_Load i
Transducer Transducer a +on
1 mvF Magnet Valve Fill
Magnet Valve
(07) Lagnet 1o mvs i
Valve =
Magnet Valve
1 mvRR
Remote Release
B (10) Relayvave 1 RV Relay Valve Ca
Pressure
' (12) 1 PnRg Pressure reducer
Reducer
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o

From the LCC analysis, ¢
the EDV device allows to
reduce the use of
pneumatic components

MAIN PIFE

BRAKE PIPE

Preventive Maintenance

‘ 28% Reduction Off.

)
©,

Corrective Maintenance

‘ 27% Reduction Off.
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WP5 Competitive Design

° EDV Sub System Design: the | ‘
activity will be finalized to - FT T
development of a control | ﬁ |
board for the HIGH SIL system, “* ' r[
identified as Electronic | )
Distributor Valve (EDV). -

* integration with NG_TCN = |
proposed architecture )

— embedded virtual A-Plane and B- il | =%
Plane for scheduled _ _ _
data traffic (TSN domains) Yo o

— Safety-End Device (e.g EDV) are '
connected to both planes « {

L 5

P_Loxdi2
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EDV FT hw architecture

Safety requirements taking care
of axle redundancy

* THR applicable target

* resilience to single fault not
requested

Architecutre is 2002 acting
“reactive failsafety” as
EN_50129

LCU1 is the “main computation
channel”

LCU2 is the “checking channel”.

Interface to NG-TCN control is
support by specific BCU I/O

i

L B

gl

P

ARD
NTERLOCK]
~{ LOGIC
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Low Voltage Power

Main Pipe

G o >

emargency valve (1)
brake valve (2)
release valve (3)
relay valve RV (4)
pilot pressure sensor (5)
air supply pressure sensor (8)
isolation cock (7)
dump valve (8)
speed sensor(9)
cylinder pressure sensors (10)
load sensors (11)
brake cylinder (12)
air suspension(13)
1]| E/-Pl | ;Pl 11 | E/_P| 10 Xle % 1d local reservoir (14)

Electronic check valve (15)

Distributor pressure limiting valve (16)
4 Valve EDV EDV electronic
distributor valve (17)
: S,
A A
W[t [} Eat

EDV Electronic Control Unit
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Local Application Device LAD with CPU sub device for High Safety
Level Architecture

Technology:

B High Safety Level Electronic Architecture
on SIL 3/4 Level for Brake Control
® LAD Application SW on SIL 3/4 Level

® NG TCN Communication to Brake Control
Electronic Units

B S|L3/4 Assessment of the Local
Application Device LAD
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* S4R Brake by Wire project goal

* define the requirements and the safety concept for a high safety (SIL4)
Brake Electronic Control (EC) based on the IMP

* S4R Brake by Wire means

* system design down to electronic control
* fully integrated with train technical systems

* focused onthe Emergency Brake as the highest safety demanding brake
functionality (SIL4)
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. development covers :

—  functional model of an advanced train brake system

— safety requirements added through an Hazard Analysis with safety
countermeasures definition

—  System architectural development
—  Electronic Control requirements, parted in:

—  central control (Vehicle Control Unit)

— local physical brakes i/o control (Remote Brake Control Unit)
— requirements propagated to IMP and train technical systems

* development executed : N:ER

—  respecting railway standard EN50126 with :
* top down V process

A ,
’I '
'\-______ y

* safety process sutomatis i a U Ral
° Safety V&V 2ng 12€0ing
* Safety Indipendent Assesment -

= SLSESCH

ﬂ INNOVATION IN ELECTRONICS
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. Project boundaries:

Brake system

Main functions

Common functions

o —
-
@

Communication
Configuration

|

WP4 domain l

Braking force application functions

* Interfaces to train technical systems

: LI.

EB Emergency Brake
ADFB ( disk brake)

Interface to other brake types
subsystems and peripherals

/" Brake application
on VCU L
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Leading consist Led consist

Train arChitecture 4 ‘m Ll Gl Gl g ] p"§ d.' Lol ol Dol Gl -\&

Consist local (ECN) and 5 5

train backbone (ETB) E; o .

networks > = B8 e 20 — B
veu —( ] veu G

Vehicle Control Unit T e [ T )

Remote Control Units at \ o (

axle/bogie level \ - &

ETBN ETBN
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*  Central brake control (Vehicle Control Unit) :

* IMP high availability and SIL4 features

°  coordinates differents type of brake requests : Service Brake,
Parking Brake, Emergency Brake

* allows speed management aligned with the available brake capacity
granting safety stopping distances

°  automatically manages running capability
°  manages single brake units isolation

°* manages single brake units remote release
°  manages train weight measure
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ECN

Local brake disk contral (Remote.Brake Control‘Unit RBCU) :

SUPRLY

°*  remotei/o
*  safety monitoring fuctionalities
* local pneumatic pressure loop control
* i/ointerfaces parted on the base of safety functional indipendency needs
*  IMP based controller
SUPRLY REMOTE BRAKE CONTROL UNIT 1

e REMOTE BRAKE CONTROL UNIT 2 + .I

g e e

- e — i e L

e £ WP Controler £ ]

IMP Controller &

3 '
VALVE DIAGHOSTICS]

VALVE mmosﬂcsl

1
REVOTE
RELEASE
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COMCIPT PiAsC

Sy PLRNMING B RETYI REMENTS

4y RENURENENIES AR CATION

foen e rcmenl 4

|

5§ ARCHITECT.REDESKGN &
FELUIREMERTS ALLCCATION BHASE

[ectr iz mefraibaquos rast et omsen [[4.4)
[P Pigeen s v 41

[SAFFIY AKAITEE I

2 1 g L)

NFFIRCATION

| ALIDVATION PiASE
F [ i

|vaieatimrepen iTa 4

= e ey EGRATION TESTING PHERE

- Safety activities defined consistently with
EN 50126 and EN 50129

¢ Process planned
e Preliminary Hazard Analysis
* Risk Assessment

* FTA THR allocation

*Safety Requirements Verification &
Validation

* Anomalies Management
* Hazard Logging

* Safety Assessment
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* System developments based on this concept work will :
*  be able to substitute with a SIL4 electronic control the pneumatic and electric
control technologies

* deliver the innovative functionalities provided by the model jointly defined
with Connecta

* allow full integration for the whole braking functionalities

* ask for the use of the IMP platform at its highest level of safety and availability
features

*  The work delivers a clear evidence for the need of a train integrated
high safety control and communication platform as the IMP :

* the brake system, surely for the emergency brake function, is a SIL4 application
distributed all along the train with the need to interface at the maximum safety
level almost all the other train technical system

* the complexity of this task, since it involves the whole train control systems,
seems affordable only if based a strong common safety platform

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)




LI.

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)




—_—

cCoNNOCTA

20 minutes, ¢’'mon show you can do it well now!

CONNECTA has received funding from the European Union’s Horizon 2020 research and innovation programme under agreement
No: 730539. Safe4RAIL has received funding from the Shift2Rail Joint Undertaking under grant agreement No: 730830. This Joint
Undertaking receives support from the European Union’s Horizon 2020 research and innovation programme.

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)



—_—

cCoNNOCTA

Armin Heindel, SIE/ Richard Pecl, UC

CONNECTA has received funding from the European Union’s Horizon 2020 research and innovation programme under agreement
No: 730539. Safe4RAIL has received funding from the Shift2Rail Joint Undertaking under grant agreement No: 730830. This Joint
Undertaking receives support from the European Union’s Horizon 2020 research and innovation programme.

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)

CONNECTA — CONtributing to Shift2Rail's NExt generation of high Capable and safe TCMS and brAkes (730539)



LI.

* Integration of the train on-board

communication network in the e < .
operator on-ground network — It el
infrastructure
* Definition of a set of communication Lm i HEIT
protocols : f ConaitNetwor Conaiet Network
. . . EC61375 | & | | l
* Provisioning a set of services )25 ) AN N =

MCG Mobile Communication Gateway

e Communication partners shall
understand each other, therefore
communication protocols and services
need to be clearly defined

GCG Ground Communication Gateway

“ Ground Network
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Many different implementations of Train to Ground The standard defines a clear set of requirements for
communications from different manufacturers for Train to Ground communication protocols and
different railway operators are existing: services

* using proprietary, non-interoperable communication Implementations according to the standard

protocols understand each other

* using different non-interoperable services Common used services are available

* increasing efforts and costs in maintenance or Only one solution (per manufacturer or operator)

operation with different railway operators needs to be maintained, easier border crossing traffic
possible
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* Analysis of the requirements of the draft versions of the standard

* Selection of three use cases for implementation (Train identification, Train
location, File transfer)

* Detailed specification of communication protocols between MCG and
GCG

*  MCG implementation by four CONNECTA partners (ALS, BTG, CAF, SIE)
* Test Environment & GCG implementation by Safe4RAIL (UC, IKL, IFS)

* Cooperative test by CONNECTA and Safe4Rail

* Feedback of experiences to IEC TC9 WG43

Safe4RAIL — SAFE architecture for Robust distributed Application Integration in roLling stock (730830)
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MCG & GCG Implementation

Four independent MCG Dynamic behaviour Telegram definition
implementations

or-Goard Tam -
infarmation systam ‘ fas

Implementation and
deployment
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* MCG Simulator

Real End device or
simulated

* GCG Simulator el

* Access Network Simulator | %
- LIE $a%:l — a
— W|‘F| Sim Test tools

* Test Tools — ). %e
— Test scripts -

Test automation

\
|
|
|
|
T
—
|
GCG dl)"“-— Real End device or
| simulated
|
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* LTE network simulator (Riverbed Modeler)
— Pure simulations I
— Co-simulations a
'\
Wi-Fi network simulator o o
Aaby K eNB157
#gzmmﬂ
2??:?:_1‘1_ e eNB131 Mcﬂmstﬂ
* Simulations: handovers, signal fading, simultaneous usage by

passengers, jamming
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Test setup (MCG/GCG) and test case (example File transfer)

T2G communication system )

MCG GCG
Web server
File Interface ComlD 202 (Req)
transfer
c o ComlD 203 (Resp)
2] GTE Message Message
Bt | processing processing
eEacet (L é} v e (L J) - ComlD 206 (Success)
plication e plication
IF L IF ; IF
[ ! ComiD 207 (Check)
I Info
[N % !
! ~ i
i I
N i Web server Web server
| Automation ! Interface . Interface
i Tool \f File
< transfer
o - o— Test Bac
Tesi bed
user Inter face
Test Bed

— Test report with list of observations as input to IEC for

improvement of the standard
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* We are on the way:
— The time lines of IEC and CONNECTA were not in sync

— First edition of IEC 61375-2-6 is already released, but some deficiencies
were experienced by CONNECTA

* CONNECTA-2 will implement further use cases (e.g. telemetry)

* Experience from implementation and test will be provided to IEC
TC9 WGA43 for revision of the standard IEC 61375-2-6

* Evolution for co-existence and cooperation with Train to Ground
communication of Shift2Rail IP2 (signalling application)
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* The standard is a base for interoperable train to ground
solutions

* The implementation is a way to verify the feasibility of the
standard

* The experience from the implementation and test revealed
opportunities to improve the existing standard
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* The Wireless Train Backbone (WLTB) is a new train-level
network proposed for TCMS.

* WLTB removes the inherent cost of cabling and connectors of
traditional wired Train Control networks.

* Areliable and performant wireless TCMS allows the
introduction of new functions with relative low cost:
— Train Integrity function which will help to reduce trackside.

— Virtual Coupling which supposes a new paradigm in railway operations.
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with wirs

Difficult to install new wired networks in existing Possible to install simply in modernization projects.
train units.

b e e
-
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* No couple units in Bilbao’s underground -> Tests from the front to
the rear of the same consist.

* To validate the maximum throughput, additional traffic will be
injected on the Test Setup network (ECN)

R

() | | ()
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WLTB Dissemination video
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* Depot tests:

— Theoretical performance: 50Mbps Downlink and 25Mbps Uplink.

— Tests at 3.2 Mbps have been supported with low FER and latency; not
at 256 Mbps.

Uplink-downlink Downlink-to-Uplink Subframe number
configuration | Switch-pointperiodicity [ 0 [1 | 2 | 3| 4 | 5| 6] 7] 8 9 freg. UE Losses (dB)
0 : — S5ms ~ |pls|ujululD|s|ululu 5.8 GHz Cable LTE 1 7,5

! 5 ms DISIUJUID DISIUIUID 1 [5.8GHz Cable LTE 2 7,3
2 5ms DIS|U|D|D|D|S|U|D|D
3 10 ms D/S|[U/U[U|D|[D|D|D|D e chiodel Lossel(E)
4 10 ms D|IS|UlU|D|D|D|D|D!D 5.8 GHz Cable LTE1 8,6
= 109 blslb bl hLb. DD - 5.8 GHz Cable LTE 2 8,5
6 5ms DIS|UJU|U|D[S|U|U]|D 3 L il =
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* Fjeld Tests:

— Much better performance in the DL than in the UL:

* UL uses a single-carrier modulation, which is less robust against multipath
and Doppler effects.

* UL is also based on 1x2 MIMO, while DL is based on 2x2 MIMO and
multicarrier modulation.

20
25
o W 15 |
s W A == B TSR
5 «—SINR DL (dB)
5
° = 0 I7 T T T EI ' LJ 1
me 7:43:41 %7:46:34 7:49:26 7:52:19 7:55:12 7:58:05

-5
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* General conclusions:

— Current architecture is complex and expensive: 1 eNB+EPC per consist.

— Up to 100 Mbps throughput can only be achieved with broader
bandwidth: difficulties to obtain such big frequency reservation.

— High effect of environment, need for more directive communications,
pay special attention in the installation phase (RF cabling, antenna
positions, etc).
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*  Evolve to PC5-based communications: 1UE per consist instead of eNB+EPC+EU.

*  Evaluate the division of C2C communications in 2 networks:
—  TCMS->Cellular-based communications. High reliability, low latency, low throughput needs.
— OMTS->802.11-based communications. Best effort traffic, high throughput needs.
*  Evaluation of a Safe Wireless Inauguration.
*  Apply MIMO and higher transmission power (below the legal limits) to improve the SNR.
*  Adapt the SDTv4 (Safety Layer) for wireless channel (e.g. apply EN50159)
*  Standardization activities:
—  Propose WLTB Use Case in ETSI/3GPP to be adopted by upcoming releases
— IEC61375-2-7
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Motivation

4. Railways must be connected and 1. Other transport means are becoming
digitalised more appealing

Electric/hybrid cars and buses, cleaner
airplanes, electric bikes and personal
mobile devices

New technologies in the fields of
communications and computing must
be deployed. New functions are
required. TCMS is one of the key

x T{%:., . thefuture.

L]
-
L
a
»
°

3. Railway to remain as backbone

2. Rail is old fashioned
Fully integrated in the intermodal

transport system, and key player of the
mobility-as-a-service paradigm. New
operational concepts are required.

Hyperloop effect, new
mobility concepts like car
sharing or truck platooning
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Key building blocks showcased

Connectivity, automation,
computing techniques, digital
services

New functions

The railway ecosystem is
getting ready to integrate new
functions like the virtual
coupling

Shift2Rail

S2R is the right instrument to
foster innovation and shorten
time-to-market through
collaboration

Sale RAIL

Conclusions

02

03)

01

D

First results only after 2 years of S2R

WLTB, Virtual Coupling, FDF, T2G,
Digital Services

TCMS as key role for the future

Providing new set of communication
and computing services to host new
functions

Collaboration

Connected Trams’ success relies on
the smooth collaboration between
partners still competitors.
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The partners of both CONNECTA & Safe4RAIL would like to thank you
for attending this Final Conference we have prepared with passion

ALSTOM AnsaldoSTS  pomBARDIER — ColbE

A Hitachi Group Company
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